
WL TRUSTED AUTHENTICATION

CUSTOMER EXPERIENCES
SECURING ALL

ACROSS ALL CHANNELS

HOW CUSTOMERS CAN USE INNOVATION IN STRONG CUSTOMER 
AUTHENTICATION TO PROVIDE A SECURED AND FRICTIONLESS USER 
EXPERIENCE

UNIVERSAL 
SOLUTION

67%
of users in the world 
are equipped with 
smartphones (77% 
in Europe).  But 
authentication solutions 
must also protect the 
remaining % (*)

BIOMETRICS 
SOLUTION

62%
of respondents reported 
“high” to 
“very high” increases
in customer satisfaction 
benefits as a result of 
deploying biometrics 
(**)

FRAUD 

80%
of hacking-related 
security breaches 
are a result of weak 
or compromised 
credentials (*)

CROSS 
CHANNEL

$10M
Cost savings from using 
a well-orchestrated 
cross-channel 
onboarding and 
authentication platform 
(*)

* based on Future of authentication by raconteur.net dated May 5, 2020
** based on Google Intelligence Survey of Global Financial Services Organisations 2020



Our solution WLTrusted Authentication is a reliable Strong Customer Authentication that meets all 
those challenges and protect users against new threats.

The growing number of personal online services 
(payment, online banking, portals providing 
various services...) empowers users with 
immediate, universal access that meets their daily 
needs. Such progress also entails risks, such as 
a potential increase in frauds related to identity 
theft or the reuse of the same password for 
several services, etc.

Faced with these new threats, service providers 
and banks must provide appropriate tools for 
securing their customers’ transactions. To prevent 
strong authentication from being viewed as a 
constraint, service providers are looking for 
the best balance between user-
friendliness, simplicity and 
security.

WL Trusted Authentication can be 
used on smartphones, tablets and 
computers. It delivers efficient 
authentications and strongly 
improves the user experience thanks 
to its biometric authentication with 
fingerprint and face recognition 
function. It is suitable for any type of 
face-to-face or remote use. 

WL Trusted Authentication makes it 
possible to combat all known types 
of attacks (phishing, man in the 
middle, device theft, remote control, 
etc.) effectively. Its security policy is 
constantly improved by adding new 
fraud rules and new detectors, in order 
to adapt to new fraud patterns.

The service is hosted in a secured 
and dedicated vault, in our own 
datacentres in Europe (PCI-
DSS environment and ISO27001 
certification).

WL Trusted Authentication is a 
strong customer authentication 
solution using the following factors: 
possession, knowledge or inherence. 
It is fully compliant with the PSD2 RTS 
requirements and eIDAS regulation 
and it has been audited by an external 
auditor. It is also GDPR compliant and 
compliant with scheme requirements 
(for 3D Secure use cases).

Thanks to its delivery model, WL 
Trusted Authentication can be live 
rapidly in your organization. You can 
easily integrate the SDK (Software 
Development Kit) within your existing 
mobile application, or configure 
our white label mobile or browser-
based application to get your own 
personalized Strong Customer 
Authentication application. 

WL Trusted Authentication can easily 
integrate new authentication factors 
and latest technology innovations 
such as behavioural, facial recognition, 
or new standards like FIDO2. It’s a 
control tower that allows adaptive 
authentication and selects the right 
authentication factors in connection 
with the always up-to-date security 
policy.

WL Trusted Authentication can be 
used for all use cases of the PSD2 
regulation (3D Secure payments, 
access to online banking, validation 
of sensitive operations like money 
transfers), or even the activation and 
payments of electronic wallet solutions 
or mobile payments, eIDAS regulation 
for electronic identity and electronic 
signatures, but also corporate access, 
remote monitoring, IoT, etc.

WL Trusted Authentication is adapted 
to all digital situations : with mobile 
phones, smartphones, or desktops. 
The user can then always authenticate 
securely and can also have a cross-
channel authentication methods.

Our solution is a wholly software-
based solution: it does not require 
hardware deployment, nor costs 
related to the life cycle of a hardware 
product (distribution, deployment, 
replacement). 

SIMPLIFY AND SECURE
YOUR AUTHENTICATION
FOR EVERYONE

WL Trusted 
Authentication 

+20 
million 
transactions per 
month in Europe

15 
years  
experience in strong 
authentication on 
Internet and mobile 
phones

SIMPLICITY

SECURITY

COST
EFFICIENCY

TIME TO MARKET
AND FLEXIBILITY

COMPLIANCE

FOR EVERYONE

EVOLUTIVITY

A SINGLE SOLUTION 
FOR ALL USE CASES



THE OMNICHANNEL
STRONG CUSTOMER
AUTHENTICATION 

WL Trusted Authentication on browser enables users to enrol their browser as a factor of possession. 
Users will only have to enter their PIN code to validate their operations. Our solution is available for 
any browser on desktop or smartphone.

WL Trusted Authentication on browser is a universal solution that can cover more than 95% of the 
population. Our solution is multi-market and multi-use cases, it adapts easily with a simple user 
experience and no installation. 

WL Trusted Authentication on browser uses a combination of cryptographic key and device 
fingerprinting. With the use of WebAuthn, the solution can also propose biometrics features on browsers.

WL TRUSTED AUTHENTICATION ON BROWSER

WL Trusted Authentication on mobile enables users to enrol their mobile to be able to perform strong 
customer authentication. The solution is proposed in SDK form to be integrated directly into their 
mobile application. But it can also be delivered as a White Label application, a fully customizable 
application with your look and feel.

WL Trusted Authentication on mobile is 
a solution that covers all users with a 
smartphone running on iOS or Android.

WL Trusted Authentication on mobile 
uses smartphone biometrics (facial 
recognition or fingerprint), but also 

behavioral biometrics
WL Trusted Authentication on mobile 
allows you to receive notifications 
on smartphones (Out of Band). 
Smartphones are protected against 
tampering, rooting, debugging, and 
cloning.

WL TRUSTED AUTHENTICATION ON MOBILE
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Contact
Claire DEPREZ-PIPON
Product Manager WL Trusted Authentication
Claire.Pipon@equensworldline.com

equensWorldline is the pan-European leader in 
payments and transactional services. Being part of 
the Worldline Group, equensWorldline combines long-
standing proven expertise in traditional mass payment 
systems (issuing, acquiring, intra- and interbank 
payment processing) and innovative e-commerce and 
mobile payment solutions. Building on more than 50 
years of experience equensWorldline services a broad, 
international client base in numerous countries across 
Europe. Clients rely on equensWorldline’s expertise 
to anticipate European regulatory changes, benefit 
from transformative technologies, optimize processes, 
ensure operational excellence and manage risk and 
fraud. The company’s unparalleled footprint makes 
equensWorldline a cost-efficient and competitive 
business partner for seamless, secure and efficient 
payment solutions. 
www.equensworldline.com

ABOUT
EQUENSWORLDLINE
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